On 11 November Australian Federal Police (AFP) claimed a group of "loosely 
affiliated cybercriminals” from Russia was behind the Medibank hack. No 
evidence was provided which didn’t prevent Australian media from hyping up 
the story in the usual anti-Russian tonality. 


While expressing regret that the announcement was made before the AFP 
even attempted to contact its Russian counterparts, the Embassy at that time 
welcomed the AFP’s declared intention to get in touch with Russian law 
enforcement agencies. 


Three weeks and several dumps of stolen files later the Australian police are 
yet to engage with Russia on the Medibank hack investigation. This could 
look utterly perplexing unless we assume that the whole story about 
cybercriminals’ Russian connection was far-fetched and in fact politically 
driven. The motivation seems obvious, to divert the public’s legitimate 
concerns to a readily available scapegoat while further fueling the anti- 
Russian propaganda campaign. 


With such an attitude real hackers have little to worry about. 


Anyway, we would like to remind of the existing dedicated channels of 
communication well-known to professionals. Russia had repeatedly informed 
Australian officials about a specialized body in our country dealing with such 
matters, the National Computer Incident Response Coordination Centre. We 
have provided a detailed explanation of its duties and principles of operation 
to the diplomatic corps in Moscow. We also have done it publicly and issued 
many statements to this effect. As far back as 2020, the Embassy has 
conveyed the templates for formal requests on cyber incidents, all to make 
sure that should Australia have the slightest suspicion about malicious activity 
coming from our country, it could promptly express its concerns, contact 
colleagues in Russia, for the experts from both sides not involved in any 
political battles to promptly start working together to identify and hold 
perpetrators accountable, as well as prevent new crimes. 


These channels remain functional and open for Australia. The Russian 
Embassy on its part is always ready to provide the needed assistance. 


Fighting cybercrime that adversely affects people’s lives all over the world 
demands a cooperative and responsible approach from all the members of 
the world community. 


